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(54) Abstract Title 

Remote control of devices using electronic mail 

S JIS^^ ^ aP ,^ r 2 t r US f ° r * onfi 9 urm 9- "Plating and/or controlling devices through the use of E-mail 
n^^l? ^oVor configuration information is Incorporated into the body of an E-mail message 
mL^« tk c hme ? tS ,nclud,n 9' e -9 ' devic ° code or software updates may also be included in the E-mail 
?m^™ tk 3 h m f 88398 ?° W w 3 fd . ed t0 d8vice<s) to configured or controlled via one or more 

L t dW ^° e reCeMn9 the E ' mail message inc,udes an interface <°r processing the E-mail 
^S^SSS %l%Z^ f0mB * 0n ' juration information, and/or executable routfnes based on 
^ 6 message may be sent in encrypted form making it difficult for unauthorized 

t£ accomplish an unauthorized control and/or configuration modification to a device. By using an 
E-mail message as the data input device, the need to login and enter control and/or configuration information 
while being on-line can be avoided. In addition, the need to be familiar with a variety of Z^^SSST 
rout,nes which m,ght be needed to login to a set of devices is reduced or eliminated? A s K 2™7n2Sqe 
may be transmitted to multiple devices which have the same configuration and/or cont?ol ?eJuirTmenT 

ne^ to m r^f eS ?" f £ "l 3 '° 9 ' m ° djfied ' and USed for ^blequent sysTem upd^fiSS? ihe 

need to re-enter all of the control and/or configuration information. A device can respond to an E-mail 
message, execute routines included therein and/or send relevant status information *a E-mail to a control 
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METHODS AND APPARATUS FOR EXCHANGING 
CONTROL INFORMATION AND CONTROL SIGNALS 
THROUGH THE USE OF E-MAIL 



The present invention is directed to device 
control and, more particularly, to methods and 
apparatus for exchanging information and control 
signals between a control unit and one or more 
controlled devices. 



The use of computer networks, and 
inter-connected groups of computer networks referred as 
intranets, continues to be on the increase. The World 
Wide Web (WWW) , sometimes referred to as the Internet, 
is an example of a global system of inter-connected 
computer networks used for both business and personal 
pursuits. The increased use of intranets within 
individual businesses and the increased use of the 
Internet globally is due to the increased number of 
computer networks in existence and the ease with which 
data, e.g., messages and/or other information, can now 
be exchanged between computers located on 
inter-connected networks. 

Electronic mail, freguently referred to as 
E-mail, is probably one of the most widely used 
services associated with computer networks. E-mail 
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* , extern to whom a mailbox 
allows different users of a system. forn o£ . 

i. assigned, to exchange information 
text message. 

E -mail messages usually include a heade. : and 
„ dv The header and body may each comprxse several 
a body. The bea normally comprises a 

»— ° f i " f °"" atl ° n - » TO" field and a FROM: field, 
number of fields, e.g.. a TO. fie 
Additional fields which may be included in an E 
, rr- field, a SUBJECT : field, a 

header include a CC. *« la - £ield is 

»«: field; and an ENCRYPTED : field . The 

normally used to identify ^e ^0»: field 

to whom the E-mail is being directed^ The r 

i. normally used to identify the sender. 

party, device, ox machine that is 

E -mail. The CC= field is used to rde«ify^ 

recipients of the E-mail message. The S 

normally includes Information, e.g., text, whic 

nLifies the subject matter of the message, the 
^ ^ i d is used to indicate the date the message 
Ts transmitted. The ENCRYPTED: field is used to 

Indicate whether or not the body of the n ,e has 

been encrypted. 

In addition to including text, the body of 

th e message may Include a ^ar, file, 

attached file may be, e.g., a text 



etc. 



So that dissimilar systems are capable of 

^ ^nraiitv of messaging 
exchanging E-mail messages a plurality 
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protocols have been adopted. SMTP, which stands for 
Simple Mail Transfer Protocol, is one known standard 
for E-mail communication. 

In addition to providing electronic 
communications services, computers and computer 
networks are frequently used to control a wide range of 
devices. For example, computers, e.g., CPUs, are used 
to control communications devices such as mail servers, 
milling machines, alarm systems, etc. 

Often controlled devices require periodic 
configuring or re-configuring. For example, a milling 
machine may need to be re-programmed to mill a new 
product. A video cassette recorder may need to be 
re-programmed to record a different television show or 
to record the same telephone show at a different time 
due to a change in revision schedules. A mail server 
or switch may need to be reconfigured due to a change 
in network configuration, etc. 



The control and/or reconfiguring of computer 
controlled devices often involves re-entering many of 
the same commands originally used to configure the 
25 computer controlled device. 

In addition to the difficulties associated 
with creating configuration update information and/or 
routines, specific knowledge of how to enter the 
30 configuration information may be required. Frequently, 
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th e manner in which configuration information is 
entered varies from device to device. 

one co^on approach to entering configuration 
formation into a computer controlled device^ t 
ro a„ually enter configuration „ d • 

control terminal emulation coup ied to 

routine may be executed on a computer system P 
the device to be configured. 

Specific terminal commands, which may be 
unlqu e to the emulated terming used to control a ^ 

Z^^^^Z. Xn addition, in man, 
cases! an exact device identifier must be entered 
before a device will accept updated configuration 

orLtion. Thus, terminal emulation soft-are. device 
specific co^ands and device specific ^ifier 

- .-<™ mav have to be entered before control or 
information may have to aco epted. Given the 

configuration information will be acceptea 
large number of different terminals used " control 
devices today, remembering the W^*"™™^ 
data entry commands to be used with a specific machine 
data entry re member device specific 

can be difficult. The nee upd ating 
information further complicates the P ^ 
computer controlled devices. For the fo g » 
configuring and/or cdntrollin, multiple devices is 
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often a daunting task for many individuals not only in 
industry but in the consumer environment as well. 

In view of the above, it becomes apparent 
that there is a need for improved methods and apparatus 
for entering control, configuration and/or update 
information into computer controlled devices. It is 
desirable that at least some of the new methods and 
apparatus be capable of performing the control, 
configuration and/or updating operations from a 
physically remote location to avoid the need to send an 
operator to the physical location of the device or 
devices being updated. It is also desirable that new 
methods and apparatus avoid the need to utilize device 
specific terminal emulation software to enter the 
control and/or configuration information. The number 
of device specific commands should also be avoided or 
kept to a minimum. 

It is desirable that any new methods or 
apparatus for controlling and configuring devices 
include, or be capable of including, some security 
measures in order to reduce the chances of malicious 
entry of unauthorized control, update and/or 
configuration information. The ability to utilize 
portions of previously entered control, update and/or 
configuration information when entering new or updated 
information, without having to re-type the information 
is also desirable. 
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Ih e present invention is directed to methods 
and apparatus for exchanging information and control 
signals between a control unit and one or more 

tolled devices, e.g.. -"^"/J^Xices 
manufacturing eguipment. ^"^T^ ma y 
as well as network components. The contr * 
"0^0. e.g.. control elands, update signals, and 
device configuration signals. 

The present invention uses E-mail messages to 
transmit control, update and/or —"^ration 
information to a device which is being controlled. 
Control and/or configuration information rs 
incorporated into the hody of the E-mail message The 
S mail message may he forwarded to one or more devices 
to be configured or controlled. 

Devices of the present invention include 
control interfaces which are capable of decoding 
received E-mail messages and generating therefrom 

ntrol. update and/or configuration signals ^ 
US ed to control, update and/or configure the device t 
which the message is directed. 

Devices which do not include control 
interfaces internally have an external control 

which can be used by the device. 
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The control interface may include a terminal 
emulator which emulates a control terminal into which 
control instructions received via E-mail can f and in 
various embodiments are, entered. 

5 

In accordance with the present invention 
E-mail messages may be sent in encrypted form making it 
difficult for unauthorized individuals to accomplish an 
unauthorized control and/or configuration modification 
10 to a device - 

By using an E-mail message as the data input 
device, the need to login and enter control and/or 
configuration information while being on-line can be 
15 avoided. In addition, the need to be familiar with a 

variety of terminal emulation routines which might be 
needed to login to a set of devices is reduced or 
eliminated. 

20 a single E-mail message may be transmitted to 

multiple devices which have the same configuration 
and/or control requirements. In addition, the methods 
and apparatus of the present invention allow E-mail 
messages to be saved in a log, modified, and used for 

25 subsequent system updates eliminating the need to 

re-enter all of the control and/or configuration 
information. 



30 



Device updates, commands and/or software may 
be transmitted to a device as file attachments which 
are included in E-mail messages of the present 
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invention. A co^and included in the E-mail message 
Z be used to cause the device to execute the command 
upon receipt of the E-mail message. 

Because E-mail messages can be transmitted 
via computer networks and telephone lines, the control 
sy stem used to generate an E-mail message in accordance 
„ith the present invention can be geographically 
iocated a great distance a-ay from the device whrch xs 
being controlled, e.g.. several or even thousands of 
miles away. 

A device can respond and/or send relevant 
status or other information via E-mail to a control 
center or designated individual in accordance with the 
present invention. The control center can then 
schedule maintenance or transmit device control, 
configuration and/or update E-mail messages to the 
device in response to the status information. 



Preferred features of the present invention will now be 
described, purely by way of example, with reference to the 
accompanying drawings, in which: - 



Figure 1 is a block diagram of system 
implemented in accordance with an exemplary embodiment 
of the present invention. 
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Figure 2 illustrates a computer system 
implemented in accordance with the present invention. 

Figure 3 is a flow chart illustrating the 
operation of a computer system when generating and 
transmitting E-mail messages including control, update 
and/or configuration information in accordance with the 
present invention- 
Figure 4 illustrates a control interface 
implemented in accordance with the present invention. 



Figures 5 and 6 are flow charts illustrating 
operation of a control device in accordance with the 
15 present invention. 

Figures 7 and 8 illustrate exemplary control , 
update and/or configuration E-mail messages implemented 
in accordance with the present invention. 

20 



As discussed above, the present invention 
relates to methods and apparatus controlling, updating 

25 and configuring devices, e.g., numerically controlled 

manufacturing equipment, consumer electronics devices 
as well as network components. In accordance with the 
present invention, E-mail messages including control, 
update and/or configuration information are transmitted 

30 from a computer system to a device which is to be 

controlled, updated or configured. The computer system 
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is used to create, e.g., compose and store, the E-mail 
usages addressed to the controlled device or a 
control interface coupled thereto. 

Fig 1 illustrates a system 10 implemented in 
5 accordance with the present invention. The system 10 

comprises a computer system 12 for generating E-maxl 
m essages including device control and/or configuration 
information, a plurality of controlled devices 36, 42, 
30 and a computer network 16 for transmitting E-mail 
messages between the computer system 12 and the 
devices 36, 42, 30. In the Fig. 1 embodiment, the 
controlled devices include a video cassette 
recorder 36, a numerically controlled milling 
, 5 machine 42, and a switch 30. 

Video cassette recorder 36 is coupled to the 
computer system 12 via control interface 38 and 
computer network 16. The recorder 36 is also coupled 

20 to the computer system 12 via the control interface 38 

and a dial up connection, telephone line 19, 
established via a public telephone switching network 
represented by line 19. Thus, video cassette 
recorder 36 and computer system 12 can exchange 

25 control, update, configuration and status information 
via E-mail messages transmitted over the computer 
network 16 or telephone network 19. 

Numerically controlled milling machine 42 is 
30 coupled to the computer system 12 via control 

interface 40 and the computer network 16. Thus, 
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numerically controlled milling machine 42 can 
communicate with the computer system 12 via E-mail 
messages exchanged between the control interface 40 and 
the computer system 12 over the network 16. 

Control interfaces 38 and 4 0 are illustrated 
in Fig. 1 as being located external to the video 
cassette recorder 36 and numerically controlled milling 
machine 42. Use of an external control interface 36, 
40 may be desirable when interfacing with existing 
equipment which is not capable of directly generating 
or receiving E-mail messages. However, it is 
contemplated that the control interfaces of the present 
invention may, and in many cases will be, incorporated 
directly into the controlled devices 36 and 42. Such 
an approach eliminates the need for an external control 
interface. In many cases, a more cost effective 
embodiment can be achieved by incorporating the control 
interface directly into the controlled device as 
opposed to implementing the controlled device and 
control interface as separate circuits. 

The switch 30 is a device wherein a control 
interface 31 of the present invention is incorporated 
directly into the controlled device 30. By 
incorporating the control interface 31 directly into 
the switch 30, memory, CPU and I/O circuitry used to 
implement the control interface 31 can also be used to 
perform normal switch functions. As is known in the 
art, multiple computer systems may be coupled to a 
switch. The switch 30 has computer systems 32, 34 
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. t The switch 30 can route si,nals between 
coupled to rt. The s systems 

The compute, networ* 1. is 
vari ous computer networks which -P^ ^ 
services. The computer ' « ^ ie , 

E— mail messages « « P ^ designated 

servers 18, IB betor „_,.,, 18 , IB' includes a 

r e=ipient. Each of the marl . rvers ^ ^ , 

simple mail transfer protocol <SHTP> fM 
fil . system 22. The file system 22 

temporarily storin, E-maiX -"^f^ present 

transmitted over ^J^. 1 ^ of a system which 

invention is described in the ^ ^ 

U ses the SMTP protocol for «-^' 1 d to an SHTP 

understood that the wiae variety 

o^odiment but can be used wrth any 

of E-mail systems and protocols. 

I. the W*. 1 embodiment, the VCB control 
interface 3B and the switch's cont, :ol interface^, are 
b oth coupled to the first ±s CQUpled to 

sillin, machine's control interface 
the N*" mail server 181. 

2 illustrates the computer system 12 in 
I , The computer system 12 comprises a 
gre ater detaxl ™* ~ > devlce 252 . an input/output 
display device 250. rnpu no n-volatile 
interface 202. a CPO 206. memory 208. 
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da ta storage device 204 and a bus 210. The 
device 250 .nay be, e.g., a computer monitor. The input 
device 252 may be, e.g., a keyboard, mouse, or any 
combination of a plurality of known input devices. 

The I/O interface 202 includes a modem 15 and 
a network interface card (NIC) 14. The interface 202 
is responsible for electrically interfacing between the 
display device 250, input device 252, and the internal 
components of the computer assembly 200 coupled to the 
bus 210 as well as other devices coupled to the 
interface 202. The modem 15 allows the computer 
system 12 to transfer E-mail to, and receive E-mail 
from, another device or network via the public 
telephone network 19. The NIC 14 allows the computer 
system 12 to interact with the computer network 16 and 
the mail servers 18, 18' included therein via an 
Ethernet connection and/or one or more other types of 
supported network connections. 

The non-volatile data storage device 204 may 
comprise, e.g., a hard disk device and/or a ROM. The 
data storage device 204 is used for storing files, 
applications, and other routines, such as those 
discussed below in regard to the contents of the 
memory 208. Because the storage device 204 is 
non-volatile, the contents of the storage device remain 
intact even when power to the computer system 200 is 
turned off. 
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During operation, applications and routines 
executed by the CPO 206 are stored in random access 

(RAM) e g., the memory 208. The memory 208 
memory (RAM), e.g., ^ operatin , 

ryir^TouleTso: and a set - ^cations 223. 
an E-mail log 232 and files 234. 

The E-mail routines 220 include SMTP 
rec eiver/tra„smitter routines 222. an E-mail editing 
rou tine 22,. and encryption/decryption 
The SMTP receiver/transmitter routines 222 alio- the 
comouter system 12 to receive and transmit E-mail using 
the SMTP. The E-mail editing routine 224 allows a user 
Tt the system 12 to create and modify E-mail messages 
using the input.device 252 and display device 250 
Encryption/decryption routines 226 allow the user of 
L computer system to encrypt the oody of an E-mail 
message and to decrypt the content of received E-m.il 
messages - 

The E-mail log 232 is a log of created, 
transmitted and/or received E-mail messages. The 
E "ail log 232 mav be accessed using the 
routine 224. The log 232 allows previous E-maxls, 
including device control and/or configuration 
information, to he used in generating new con juration 
and control E-mails. A copy of the log 232 is 
Lintained in the non-volatile storage device 204. 

One or more of the files 234 may be 
incorporated into an E-mail message as an attachment. 
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in accordance with the present invention one or more 
files may be used to store device configuration 
information which is transmitted to a device in the 
form of an E-mail attachment. E-mail attachments may 
also be used to transmit configuration, control routine 
and/or software updates to a device. The transmitted 
software updates may be executable code that the device 
uses to perform one or more of its routine functions. 

The operating system 230 is responsible for 
controlling the general operation of the computer 
system 12. Applications 228 may include a word 
processor, a spreadsheet and a variety of other 
applications commonly found on computer systems. 

Fig. 3 illustrates the steps 300 associated 
with generating and transmitting an E-mail message used 
to control a device in accordance with the present 
invention. The steps are performed by r or with the aid 
of, the various components of the computer system 12. 

The process begins with a system user or 
application, in START step 302, initiating the 
generation of an E-mail message which will be used to 
control, update or configure a device. In step 304, an 
E-mail message is generated from user input, device 
status information, and/or one or more previous E-mail 
messages. The generated E-mail message includes a 
header identifying the intended message recipient (s) , 
e.g., one or more devices to be controlled and/or 
configured, and a message body including device control 
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h eader may also delude in can 
transmitting system so * * ^ nes ^ is 

be received from the devices t 
being sent. 

,.d the body o£ the E-mail message 
once created the y o£ the 

is encrypted m step 306 *f tted in 

m essage body, the E-maxl -"** e re cipients using 
steP 30* to the intended "^/^J, , e.g.. 

the mailable "-phone or fcelou , the 

computer network 16 As wll ^ 

B -»il message to Mhich the message 
interface associated witn a 

relates. 

Fig . 4 illustrates a control interface 310 

fi ne embodiment of the 
Elemented ^—^3:0 may be used as 
present invention. The i Much q£ 

any one of the control interfaces 31, 38 
th e circuitry eluded in the = inte^ 
th e same as. or . >iml ar to ^ ^ ^ 

with regard to Fig. c , mila r to the circuitry 

o£ bre .ity. Circuitry that is »-« ^ be 

that has already been descrioe 
discussed in regard to Fig. 4. 

-. a^orface 310 comprises an I/O 
The control interface ox 

interface 312. a CPU 316. memory 3 , 

da ta atorage device "3 and a bus 31- mustrated 
display device 350 and input devic 
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as being coupled to the I/O interface 312. The I/O 
interface 312 includes a modem 315 and a network 
interface card (NIC) 314. The I/O interface 312 is 
responsible for electrically interfacing between the 
display device 350 , input device 352 , and the internal 
components of the control interface 318. The modem 315 
allows the control interface 318 to transfer E-mail to, 
and receive E-mail from, another device or network via 
the public telephone network 19. The NIC 314 allows 
the control interface 310 to interact with the computer 
network 16 and to receive E-mails from computer systems 
and devices coupled thereto. 

In cases where the control interface 310 is 
implemented as an external device, the device to be 
controlled, e.g.., the video cassette recorder 36 or 
milling machine 42, is coupled to the control 
interface 38 via I/O interface 312. In cases where the 
control interface 310 is implemented as an internal 
device, the I/O interface and/or bus 311 can be used to 
couple the control interface to other components of the 
device which is to be controlled, updated or 
configured. 

Via its connection to the device or the 
devices components the control interface can receive 
device status information. Such status information can 
be put into an E-mail message and transmitted to the 
computer system 12, 
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The control interface's memory 

320 an operating system routine 330, 
r-mail routines 320, an ope 

-i 1oq 232 files 334 and application 
an E - m axl log 232 fi ^ interface , 

routines 328. In the case o d to 

plication routines 32B ^ ^ 

th ose needed to perform control an informati0 n 
actions, e.g., generate E-maHs of 



functions, e.g 
and so forth. 



similar to these discussed « "» a ™ 
control interface 310 includes an E-marl 
generation/conversion routine 327. 

T „e E-mail oeneration/conversion routine 32 7 
is responsible for processing the contents of«xl 

This is done after the contents are 
meSS3 Td iTtne case of an encrypted transmission, 
decrypted in the case o rout ine 327 converts 

T „e E-mail 1™""°"'°°™"°™™* can he used as 
the E-mail contents into a form whrch 

fc . . 6Wice or a component of tne aevx 
input to the device or a * ^ the case of 

to control the milling machine. 
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The E-mail conversion routine 327 is also 
responsible for converting signals, e.g., status 
information received from a device which is coupled 
thereto, into an E-mail message to be transmitted to 

5 the computer system 12. When generating E-mail 

messages the conversion routine 327 adds header 
information as appropriate. The header information 
identifies the destination computer system to which the 
information is transmitted and the device which is the 

10 source of the information. The E-mail 

generation/conversion routine 327 may also call the 
encryption routine 326 to encrypt the contents of the 
E-mail message in cases where security is of concern. 

Flow chart 500, of Fig. 5, illustrates the 
operation of the control device 38, under direction of 
the E-mail generation/conversion routine 327, when an 
E-mail message is received. 

The processing illustrated in Fig. 5 is 
performed by the CPU 306 when the control interface 310 
is activated, e.g., upon power up. From then on, it 
normally continues operation until the control 
interface is shut down, e.g., the power is turned off. 
25 Step 502 represents the start of E-mail conversion 

processing by the routine 327. From step 502, 
operation proceeds to step 504, wherein the CPU 316 
and/or control interface 312 monitor for received 
signals to detect the receipt of an E-mail message 
30 addressed control interface or device coupled thereto. 

When an E-mail message addressed to the attached device 



20 
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or the control interface is detected, operation 
proceeds to step 506. 

in step 506, the sender's name is analyzed to 
determine if the sender is authorized to configure or 
control the attached device. This may be done by 
comparing the sendees name to a list oi : names , of 
authorized individuals maintained in a file 334 If in 
step 506, it is determined that the sender of the 
received message is not authorized to control or 
configure the attached device operation, the message s 
contents are disregarded and operation returns to 
step 504 via step 507. In step 507 a reply E-mail 
message is sent. In this case, it is an E-ma i L error 
message that is sent by the control interface 310 to 
the sender of the E-mail. The reply message in such a 
case indicates that the sender's message is bexng 
disregarded because the sender is not recognized as 
being authorized to control or configure the device to 
which the E-mail message was directed. 

If in step 506, it is determined that the 
sender of the E-mail message is authorized to control 
or configure the device to which the message is 
addressed, operation proceeds to step 508. In step 508 
a determination is made as to whether or not the 
me ssage contents are encrypted. This is done by 
examining the encryption field of the message header. 
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If in step 508 it is determined that the 
message's contents are not encrypted, operation 
proceeds directly from step 508 to step 514. 

5 If, however, the received message is 

encrypted, operation proceeds from step 508 to step 510 
wherein the message contents are decrypted in step 510. 
The results of the decryption operation are checked in 
step 512 to determine if the decryption operation was 

10 successful. 

If the decryption of the message was 
successful, operation proceeds from step 512 to 
step 514. However, if it was unsuccessful, operation 
proceeds to step 504, via replay message step 507. In 
such a case, the reply message indicates that the 
recipient was unable to decode the message and is 
therefor disregarding the message's contents. If 
however, in step 512 it is determined that the E-mail 
message was successfully decrypted, operation proceeds 
from step 512 to step 514 wherein the message contents 
are processed. 
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In step 514, the contents of the received . 
E-mail message are processed to convert them into 
signals which can be used to control, configure and/or 
update the device to which the message was directed. 
This may involve the CPU invoking a terminal emulation 
application included in the set of applications 328 or 
doing other types of data processing. Thus, the 
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mav be used as the input 

contents of the 

to a terminal emulation routine 327. 

„ it h the content, of the M-il — ^» ^ * 
>.» „ s ed to control and/or 
si , nal £ o T t - e _ is dire cted, 

configure the device t roe ssage are 

th e signals ^™ ^^to t h. device which 
transmitted hy * - » updated . The 

ls being controlled, confrg ^ ^ physical 

oavice is then °P«""*' ^ „ cording . and/or filing 
operation such as -"^^ signal5 . xn this 

;;:J t^ the use of an — 

„ ith the control, updating and/or 
configuration of the device coveted, ^erati- ^ 
ptoceed s fro. step - ^ the 

transited to the source of the a-essage. 

xn addition to processing 

„ a device attached to the 
-ssages directed to interface 31 0 may 

control interface 310, the de vlce 
generate and trans.it E-mail messages, e.g 
Itatus messages or service requests. 

the present invention 
in accordance with the pre 

„ ahle 0 f generating E-mail 

- n "; es r :r tsTecr- ~» — ~ 

messages as weii. 
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are used to report, e.g., to the computer system 12 on 
the status of devices. In this manner, a device, via 
an E-mail message generated by the control interface 
coupled thereto, can transmit information regarding the 
S devices operation, detected device fault conditions, 

and/or the need for device servicing. 

Fig. 6 is a flow chart illustrating the 
operation of the control interface 310 under direction 

10 of an E-mail generation and transmission portion of the 

E-mail generation/conversion routines 327. The 
routine 600 may be used to generate and transmit E-mail 
messages indicating device status. The routine 600, is 
executed periodically or in response to signals 

15 received from a device coupled to the control 

interface. 

The routine 600 begins in step 602 with the 
execution of the routine by the control interface's 

20 CPU 306. Operation proceeds from the start step 602 to 
step 604 wherein information, e.g., status information, 
from the device coupled to the control interface is 
obtained. Next, in step 606 an E-mail message is 
generated. The E-mail message includes a header which 

25 identifies the device which is the source of the 

information being transmitted, and also identifies the 
recipient, e.g., the computer system 12, to which the 
message is being directed. The message also includes 
in its body, the actual device status or other 

30 information which is to be transmitted. 



8NSDOCIO <G8 235052BA_L> 



-24- 



10 



IS 



20 



25 



30 



Once the E-mail message is created, in 
5teP 608, the body of the E-mail message is encrypted. 
IZ is done both to protect the content from being 

tlroreted by unauthorized individuals and to provide 
interpreted Dy un ^ it to the receiving 

evidence of the message's authenticity 



device. 



After encryption, in step 610, the E-mail 
m essage including device status information rs 
twitted to the intended recipien^usm , rn the 

*. «;mtp transmitter ana a 

exemplary embodiment, an SMTP 

computer or telephone networ^ ' ^ 

transmitted, operation proceeds to step 

E -mail generating routine 600 is stopped pendrn, rts 

re-execution. 

in response to an E-mail status message, a 
recipient may, and in various embodiments does, 
cnlle device servicing and/or, through the use of an 
mail message directed to the device, revise the 
device's control and/or configuration ^formation. 

Fig 7 illustrates an exemplary E-mail 
mess age 700. that m*y he used in ^ZZ^T 
present invention to control the video cassette 
Reorder 36 which, in this example, is th ° 
/-mail address VCHemyhome.com. As - 
E -„ail message 700 includes a header 702 and a 
body 704. The header 702 - ^ ^ ^ 

«>°»= rield 70S a «: £ieW 706 indica tes 

and an ENCRxPT: field 712. Tne 
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that the E-mail message 700 is directed to 
VCR@myhome.com, i.e., VCR 36 in this example. The 
From: field 708 indicates that the message is from 
COMPUTER_SYSTEMl2@CONTROL_SYSTEMS . COM, i.e., computer 
system 12 in this example. The SUBJECT: field 710 
indicates that the subject of the message is a record 
program. The ENCRYPT: field 712 indicates that RSA 
encryption is being used to encrypt the contents of the 
message body 704. RSA is one known encryption scheme, 
others may be used in accordance with the invention. 

The body of the message 704, while shown as 
plain text for purposes of illustration, would actually 
be in encrypted form as a result of the RSA encryption. 
The message body 704 includes information 714 used to 
gain access to the VCR, and control information 716. 
The control information includes commands 71B, 720 used 
to set the portion of the tape and the mode of VCR 
operation. The control information also includes first 
and second sets of recording program information 722, 
724 and a setup completion command 726. 

In response to signals generated by the 

control interface 38 as a result of receiving and 

processing the E-mail message 700, the VCR 36 records 

two programs in accordance with the first and second 
sets of recording information 722, 724. 

Fig. 8 illustrates an exemplary E-mail 
message 800 used to control switch 30 identified in the 
E-mail by its E-mail address CAE-Switch and a second 
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15 



20 



25 



d b v its E-mail address Finance_Swltch. 
switch "-"'"'7^ „essa,e 800 includes a 
A s iliustrated. the * ma , 
„eader 802 and a body M4. ^ 809> . 

TO: field 80S. FROM: fx.W 808 ^ Rs ^ 

SUBJECT: field 810 and an W» ^ ^ as 

th e Fi,. "> example, the but wouid 

pxain text for by the le tters KS* 

normally be encrypted as mo 
in the ENCRYPT: field 812. 

h„rtv includes information 814 
The message body rncl ^ suitch es to 

us ed to gain ^*^ t °JJ~ control information 7X6. 
which the message rs drrec software ^ate file 

a soft-are update command « 2 ^ ^ marM th e 

attac hment 824 and a ^ opera tion. Note that in 
completion of the s-rt h set Pj^ ^ ^ ^ p 

the Fig- 8 E-marl a file e store d in the 

software that updates an existing 
switches to which the message rs 

„ „ switches, milling machines. 
Devrces, e.g.. sul routines or 

etc . which are controlled and or h«. ^ 

software lnve ntion. perform physical 

accordance with P or milling 

operations, e.g.. swr contr ol signals, 

operations, in accordance the E _ M il 

ro otines and/or software suppled 
me ssage of the present inventron. 

w „.«nt invention has been 
While the present embodiment 
ascribed with regard to an exemplary 
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wherein specific exemplary devices are controlled, 
updated and/or configured through the use of E-mail it 
is to be understood that the methods and apparatus of 
the present invention can be applied to a wide variety 
5 of devices. 

For completeness, the subject matter of the abstract 
is incorporated herein. Thus, in preferred embodiments, 
there is provided methods and apparatus for configuring, 
updating and/or controlling devices through the use of 
E-mail are described. Control and/or configuration 
information is incorporated into the body of an E-mail 
message. E-mail file attachments including, e.g., 
device code or software updates may also be included in 
the E-mail message. The E-mail message is forwarded to 
the device (s) to be configured or controlled via one or 
more E-mail servers. The device receiving the E-mail 
message includes an interface unit for processing the 
E-mail message and updating its control information, 
configuration information, and/or executable routines 
based on the message's content. The E-mail message may 
be sent in encrypted form making it difficult for 
unauthorized individuals to accomplish an unauthorized 
control and/or configuration modification to a device. 
By using an E-mail message as the data input device, 
the need to login and enter control and/or 
configuration information while being on-line can be 
avoided, m addition, the need to be familiar with a 
variety of terminal emulation routines which might be 
needed to login to a set of devices is reduced or 
eliminated. a single E-mail message may be 
transmitted to multiple devices which have the same 
configuration and/or control requirements. E-mail 
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messages can be saved in a log, modified, and used for 
subsequent system updates eliminating the need to 
re-enter all of the control and/or configuration 
information. A device can respond to an E-mail 
message, execute routines included therein and/or send 
relevant status information via E-mail to a control 
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It will be understood that the present invention has been 
described above purely by way of example, and modifications of 
detail can be made within the scope of the invention. 
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What xs claimed is : 

! l. A method of controlling a device, the method 

2 comprising the steps of: 

3 generating an electronic mail message 

4 addressed using a destination identifier associated 

5 with said device, the electronic message including: 

6 i. a header incorporating said destination 

7 identifier; and 

8 ii. a body, the body including device 

9 control information; and 

10 transmitting the electronic mail message 

11 using a mail server as a function of the destination 

12 identifier included in the header. 

1 2. The method of claim 1, further comprising the step 

2 of: 

3 extracting the device control information 

4 from the body of the electronic mail message; and 

5 using the device control information to 

6 control said device. 

1 3. The method of claim 1 or 2, wherein the step of 

2 generating an electronic mail message includes the step 

3 of: - 

4 incorporating device login information used 

5 to login on the device being controlled. 

1 4. The method of claim 3, wherein the step of 

2 generating an electronic mail message includes the step 

3 of: 
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incorporating into the body of the electronic 
■all message password information needed to login to 
Z device belg controlled when said login informatron 

is used. 

5 . The method of claim 4, wherein the login 
information includes a user name. 

S The method of any of claims 3 to 5, wherein the step 
of generating an electronic mail message includes the step 

incorporating device logout information used 
to logout of the device being controlled. 

7 The method of claim 6, wherein the device login 
and logout information are used to emulate a terminal 
session with the device being controlled. 

8 The method of any of claims 3 to 7, wherein the step 
of generating an electronic mail message includes the step 

Of: 

incorporating into the electronic mail 
„essa,e a software file as an attachment, the software 
file including executable instructions used to control 
said device. 

s . The method of claim B, further comprising the step 

operating the device to load and execute the 
instructions included in the software file in response 
to receipt of said E-mail message. 
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1 10. The method of claim 9, further comprising the step 

2 of: 

3 operating the device to perform a physical 

4 operation in response to said instructions included in 

5 the software file. 

1 11. The method of claim 10, wherein the device is a 

2 milling machine and said physical operation is a 

3 milling operation. 

1 12. The method of claim 10, wherein the device is a 

2 switch and said physical operation is a switching 

3 operation. 

1 13. The method of any of claims 2 to 12, further comprising 

2 the step of: 

3 encrypting the body of said electronic 

4 message prior to performing the transmitting step, 

x 14. The method of any of claims 2 to 13, wherein the step of 

2 transmitting the electronic message includes the step 

3 of using an SMTP transmitter and a computer network to 

4 transmit said electronic mail message. 

,15. The method of any of claims 2 to 13, wherein the electronic 

2 mail message is transmitted using a telephone network. 

1 16. A system for controlling a device, the system 

2 comprising: 

3 means for generating an electronic mail 

4 message addressed using a destination identifier 
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5 associated with said device, the electronic message 

6 including: 

i. a header incorporating said destination 
identifier; and 

ii. a body, the body including device 
control information; and 

means for transmitting the electronic mail 
message using a mail server as a function of the 
destination identifier included in the header. 

17 t The system of claim 16, wherein the means for 
transmitting includes and STMP mail server. 

18. The system of claim 16 or 17, further comprising: 
a device interface for receiving mail 

messages including said destination identifier and for 
converting the body of said messages into control 
signals used to control said device. 

19. The system of claim 18, wherein said means for 
generating an electronic mail message includes: 

means for incorporating login and logout 
information into the body of said electronic mail 
message . 

20. The system of claim 19, further comprising: 
means for encrypting the body of the 

electronic mail message prior to the message being 
transmitted; and 

wherein the device interface includes means 
for decrypting the body of the electronic mail message. 
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21. The system of any of claims 16 to 21, further comprising 

a device interface for receiving mail messages 
including said destination identifier and for converting the 
body of said messages into signals which emulate a terminal 
session with said device. 

22. A method substantially as described with reference to 
Figures 3, 5 and 6 of the accompanying drawings. 

23. Apparatus substantially as described with reference to 
and as illustrated in the accompanying drawings. 
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